
 
 
April 7, 2025 
 
Privacy Working Group 
Committee on Energy & Commerce 
2125 Rayburn House Office Building 
Washington, D.C. 20515 
 
VIA EMAIL 
 
Re: Response of Engine Advocacy regarding Request for Information on the Development 
of a federal comprehensive data privacy and security framework 
 
Dear Privacy Working Group:  
 
Engine is a non-profit technology policy, research, and advocacy organization that bridges the 
gap between policymakers and startups. Engine works with government and a community of 
thousands of high-technology, growth-oriented startups across the nation to support the 
development of technology entrepreneurship. Data-driven innovation plays a central role in 
technology development and entrepreneurship, but the present and growing patchwork of varying 
state data privacy laws increase costs for startups, undermine their competitiveness, and throttle their 
growth. Engine accordingly appreciates the Privacy Working Group’s focus on federal 
comprehensive data privacy and security framework that works for startups. 
 
Startups care deeply about their users, customers, and clients, respect their privacy, and invest heavily 
in keeping their data safe. Unfortunately, the shifting landscape of state privacy laws makes it 
difficult for them to be confident that they are compliant with the letter of each law and leads them 
to spend considerable time and resources navigating disparate, complex frameworks. In fact, Engine 
research shows that startups each spend hundreds of thousands and some even forgo up to 20% of 
revenue on often duplicative compliance activities.1  
 
A uniform federal privacy framework would create clarity for startups, streamline these costs, allow 
them to better serve our customers, and improve their competitiveness all while ensuring that their 
customers in each state have the same privacy protections. The resources startups save could be put 
toward hiring more workers to grow their businesses, investing in R&D to improve their products, 
and supporting their communities. That makes getting the contours of a federal data privacy 

1 Privacy Patchwork Problem: Costs, Burdens, and Barriers Encountered by Startups, Engine (Mar. 24, 2023), 
https://static1.squarespace.com/static/571681753c44d835a440c8b5/t/6414a45f5001941e519492ff/1679074400513/P 
rivacy+Patchwork+Problem+Report.pdf. 
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framework correct very important. We hope our below responses to the RFI prompts are 
informative to these ends and we look forward to being a resource for the Working Group and 
broader committee on these issues.  
 

*  *  * 
 
I. C. Should a comprehensive data privacy and security law take into consideration an entity’s 
size, and any accompanying protections, exclusions, or obligations? 
 
A comprehensive data privacy and security framework with balanced obligations that are properly 
scoped would not need a size-based applicability threshold, carve-out or other exclusion for startups 
or others. Thresholds are inherently arbitrary and, though well intentioned, can set incentives against 
growth. Moreover, compliance burdens are often passed along to startups selling to other 
businesses, so thresholds can end up immaterial and obligations end up impacting small companies 
anyway. The Working Group should strive for this best-case scenario where compliance costs would 
not be prohibitive for even the smallest entities, like startups. 
 
This best-case scenario has not been achieved in previous proposals—which would have been overly 
burdensome—and lawmakers have accordingly included small business carve outs, even if those 
were carve outs in name only. Improper scoping of applicability thresholds results in startups being 
subject to the same obligations as the largest companies. For example, a four person startup would 
generally be considered a small business. But with 400,000 users, this startup would have the same 
obligations as the largest firms, like Google or Meta, under past federal proposals. 
 
State laws generally have an applicability threshold, by number of data records, revenue, or both. 
Most state laws with revenue thresholds, like California and Utah, are set at $25 Million or higher.2 
Most state laws have thresholds for personal information of 100,000 individuals or more, except a 
few smaller states that lowered it because of their small populations like Montana and Delaware.3 
These are state-level figures, so a federal framework should elevate these figures several times over. 
Consider that the average U.S. state has a population of about 5.7 million, and 100,000 is about 1.75 
percent of that. The population of the U.S. is about 333.3 Million, making a nationwide threshold on 
parity needing to be well over 5 million. 
 
Drafting of any data privacy law should take into account the costs, burdens, and barriers it may 
create. If limiting those costs can not be accomplished (as it should be in a best-case scenario) by 
adjustments to the costly obligations, then policymakers should understand that revenue—not the 

3 Id; Mont. Code Ann. § 30-14-2801 et seq., https://archive.legmt.gov/bills/2023/sesslaws/ch0681.pdf; Del. Code tit. 6, 
§ 12D-101-11 (2023) 
https://legis.delaware.gov/json/BillDetail/GenerateHtmlDocumentEngrossment?engrossmentId=35877&docTypeId=
6.  

2 Cal. Civ. Code § 1798 (2018) 
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5; 
Utah Code § 13-61 (2022) https://le.utah.gov/~2022/bills/static/SB0227.html.    
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number of users (or data records) — is the better indicator of capacity for compliance at whatever 
level thresholds are selected. Startups can have many users, but little revenue and few staff. For 
example, one startup in Engine’s network has one full-time founder and over 1 million users but 
generates little revenue. Meanwhile, high-revenue startups generally have more staff, and more 
resources to hire outside counsel or compliance consultants.  
 
Policymakers should also avoid scoping-in startups when they mean to scope-in other actors. In 
considering scope and applicability thresholds for data privacy and security frameworks, 
policymakers are generally worried about data brokers (which do not need many staff, but generally 
create higher revenue from the amassing and sale of user data as a business model, rather than 
delivering a product or service). The desire to ensure the law applies to data brokers is often used as 
a justification against changes to applicability thresholds that scope in small businesses and startups. 
But this problem can be solved with data broker-specific obligations, or properly-scoped definitions 
about what constitutes a “sale,”4 and revenue generated from those sales.  
 
II. C. Please identify consumer protections that should be included in a comprehensive data 
privacy and security law. What considerations are relevant to how consumers enforce these 
protections and how businesses comply with related requirements? 

 
Startups have experience navigating state privacy laws, most of which create many of the same 
consumer rights, including rights to access, delete, port, and opt-out of sale (even if the definition 
and application of those rights vary).5 When a consumer exercises their rights, a startup needs to take 
several steps, including making sure the request is legitimate and not a malicious actor. Sufficiently 
long timelines to respond are essential to avoid burdening startups and avoid opening doors to bad 
actors exploiting the law to obtain private information.  
 
III. Existing Privacy Frameworks & Protections 
A&B: 
Over the past decade, several trading partners and more than twenty states have enacted their own 
sectoral or comprehensive privacy laws, creating a patchwork of rules that vary by jurisdiction. That 
patchwork is continuing to grow, sowing confusion for startups and their customers alike. Differing 
rules about the same issues is a significant headwind for startups. Founder and CEO of New 
Jersey-based startup 1Huddle, Sam Caucci, emphasized that “as a high-growth and early-stage 
startup trying to grow fast, you’re at a major competitive disadvantage” saying, “I would have to 
raise an entire second Series A to navigate many of these frameworks.”6  
 

6 Id.  
5 See supra note 1. 

4 California has a broad definition of sale that scopes in basic business activities that should not be considered sales by a 
federal data privacy and security law, see supra note 2. 
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An Engine report found startups already spend hundreds of thousands on privacy compliance, and 
each additional state tacks on $15,000-$60,000 in costs.7 Ultimately, the Internet does not stop at 
state or national borders, and a patchwork of rules threatens to bury resource-strapped startups 
under duplicative compliance costs, limit their scalability, and burden their chances of success. That 
report explores in detail the experiences of startups navigating data privacy frameworks and is 
attached as an appendix to this submission. 
 
C&D: 
A federal data privacy and security law must create certainty and uniformity through strong and 
complete preemption of state laws. Startups need a federal privacy law to preempt individual state 
privacy laws because without preemption, a federal privacy law would merely be another law added 
to the patchwork and would not create certainty or ease compliance burdens for them. Strong 
preemption means preemption should be the ceiling, not a floor with an incentive and option for 
states to go further. Weak preemption solves no problems associated with the costs and burdens of 
the patchwork and defeats the purpose of preemption.  
 
Further, the Working Group should be mindful of existing state sectoral laws and potential future 
efforts to write broad laws under the auspices of a sectoral privacy law, but are written to cover many 
similar data privacy topics. For example, states have passed “health data privacy” laws with 
definitions so broad that they function as consumer data privacy laws. In fact, the first private lawsuit 
brought under Washington’s law was against Amazon for advertising claims related to their software 
development kit (SDK).8 (SDKs are pre-built tools developers can use to quickly make or integrate 
applications with little code. They are an important part of the tech stack and speed development.) 
These broad “sectoral” laws should also be preempted and similar efforts disincentivized through 
strong preemption.  
 
V. A. How should a federal comprehensive data privacy and security law account for state-level AI 
frameworks, including requirements related to automated decision-making? 
 
State-level efforts to convert their privacy laws into general tech regulations or AI regulations should 
be viewed skeptically by federal policymakers, because they will harm startups and offer little 
practical benefit.9 For example, California rulemaking efforts related to automated decision-making 
are estimated by the state to create tens of thousands in initial costs and tens of thousands of 

9 See, e.g., Comments of Engine Advocacy on CCPA Updates, Cyber, Risk, ADMT, and Insurance 
Regulations, Engine (Jan. 14, 2025), 
https://static1.squarespace.com/static/571681753c44d835a440c8b5/t/67869fcfec4abe3e981bb785/1736875984100/E
ngine+CPPA+ADMT+Comments.pdf.  
 

8 Kirk Nahra et al., First Lawsuit Filed Under Washington’s My Health My Data Act, WilmerHale (Feb. 20, 2025), 
https://www.wilmerhale.com/en/insights/blogs/wilmerhale-privacy-and-cybersecurity-law/20250220-first-lawsuit-filed-
under-washingtons-my-health-my-data-act.  

7 Id.  
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ongoing costs for small businesses like startups, while acknowledging benefits are hard to quantify.10 
The estimates have been criticized as underreporting costs and overstating benefits.11 Meanwhile, 
protections against discriminatory outcomes for most categories subject to automated 
decision-making requirements already exist in state consumer protection and federal civil rights laws. 
Data driven innovation—like AI—does have obvious connections to data privacy, but AI-specific 
enhancements are not required, and data privacy law should not be used to curtail AI development.  
 
Relatedly, data minimization approaches in some state data privacy laws and past federal proposals 
can be especially harmful for startup innovation (and innovation in AI in particular). Startups often 
begin by developing and going to market with one product, before customer feedback leads startup 
founders to find that customers actually want something adjacent. This is called “pivoting” 
—iteration that is integral to developing products consumers actually want and necessary for startup 
survival. Overly restrictive data minimization rules—which limit data use to the explicit purpose for 
which it was collected—can prevent that essential nimbleness by disallowing data to be used to 
develop or deliver an adjacent product.  
 
VI. A. Please identify the benefits and costs of expert agencies retaining sole authority to enforce a 
federal comprehensive data privacy and security law. 
 
A federal privacy law should be consistently and solely enforced by expert agencies. Vesting sole 
enforcement authority will help to promote clarity and consistency in enforcement which are 
beneficial for consumers and startups alike. Equally important, expert agencies retaining sole 
authority will limit opportunities for bad actors to exploit the high cost of privacy litigation to 
extract settlements from startups by bringing lawsuits even when startups have not violated the law. 
A federal privacy law must avoid enabling private lawsuits, and must preempt state laws enforcement 
mechanisms that include enforcement by private litigation.  
 
Private rights of action would enable a “privacy troll” problem impacting startups,12 and as 
acknowledged by a member of the Privacy Working Group, Rep. Jay Obernolte (R-Calif), are unlikely 
to benefit society. Speaking on an adjacent tech policy issue where policymakers have proposed 
enabling private lawsuits, Rep. Obernolte said, “I reject” the premise “that the world would be a 
better place if we just all sued each other more often.”13 Private lawsuits — or even the threat of 

13 Legislative Proposal to Sunset Section 230 of the Communications Decency Act: Hearing Before the Subcomm. on Commc’ns & Tech. of 
the House Comm. on Energy & Com., 118th Cong. (2024), (remarks of Rep. Jay Obernolte), 
https://energycommerce.house.gov/events/communications-and-technology-subcommittee-hearing-legislative-proposal
-to-sunset-section-230-of-the-communications-decency-act.  
 
 

12 The Coming “Privacy Troll” Problem, Engine (May 31, 2019), 
https://engineadvocacyfoundation.medium.com/thecoming-privacy-troll-problem-4363695220d6.   

11 Michael Genest & Brad Williams, Comments on August 2024 CPPA SRIA, Capitol Matrix Consulting (Nov. 1, 2024), 
https://advocacy.calchamber.com/wp-content/uploads/2024/11/CMC_comments_on_CCPA_SRIA_11-1.pdf.  

10 Notice of Proposed Rulemaking (CCPA Updates, Cyber, Risk, ADMT, and Insurance Regulations), CPPA (Nov. 22, 
2024), https://cppa.ca.gov/regulations/pdf/ccpa_updates_cyber_risk_admt_ins_notice.pdf.  
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lawsuits — negatively impact startups, which don’t have the resources to withstand litigation that can 
cost hundreds of thousands of dollars. 
 
In addition to exclusive expert agency enforcement, a federal privacy law should include an 
opportunity to cure alleged violations wherein a company can remedy alleged violations without 
facing penalties. The “cure period,” must be sufficiently long for lower-resource companies, like 
startups, to respond and cure alleged violations—at least 60 days. Rights to cure benefit both 
companies and enforcers by promoting compliance and reducing the need for litigation. Given these 
benefits that lower costs and enhance efficiency for all parties, the right to cure should not sunset.    
 
VI. C. How could a safe harbor be beneficial or harmful in promoting compliance with obligations 
related to data privacy and security? 
 
Safe harbors are beneficial for promoting compliance obligations related to data privacy and security. 
Safe harbor mechanisms expand the policymakers’ toolbox and incent best practices with “carrots,” 
not just enforcement “sticks.” Experience shows that safe harbors have been effective in the 
adoption of practices that make consumers safer and better off. For example, in cybersecurity law, 
safe harbors have increased adoption of security practices like encryption.14 Consumers benefit 
because their information is safe in the event of a breach. Startups benefit from avoiding the 
devastating—potentially company-ending—impacts of a data breach. And, of course, startup 
participants in safe harbors also benefit from the enforcement shield they provide. 
 
VII. Additional Information 
We have attached below a report from Engine, Privacy Patchwork Problem: Costs, Burdens, and Barriers 
Encountered by Startups,15 that is highly relevant to the Working Group as it develops a comprehensive 
data privacy and security law. 
 
We are available to be a resource for the Working Group about the impacts and experiences of U.S. 
startups related to data privacy laws and we look forward to continuing to engage with the Working 
Group as the process progresses. 
 
Sincerely,  
 
Engine Advocacy 
700 Pennsylvania Ave. S.E.  
Washington, D.C. 20003 
policy@engine.is 

15 Also available at 
https://static1.squarespace.com/static/571681753c44d835a440c8b5/t/6414a45f5001941e519492ff/1679074400513/Pri
vacy+Patchwork+Problem+Report.pdf.  

14 See related, Enhancing Data Security: Hearing Before the Senate Comm. on Com., Sci., & Transp., 117th Cong. (2021), (testimony 
of Kate Tummarello), https://www.commerce.senate.gov/2021/10/enhancing-data-security.  
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Privacy Patchwork Problem: 
Costs, Burdens, and Barriers Encountered by Startups
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Engine is grateful for the research assistance and contributions of Annie Eng and 
the University of Michigan Ford School of Public Policy Program in Practical Policy 
Engagement to this report.

Engine was created in 2011 by a collection of startup CEOs, early-stage venture investors, 
and technology policy experts who believe that innovation and entrepreneurship are driven 
by small startups, competing in open, competitive markets where they can challenge 
dominant incumbents. We believe that entrepreneurship and innovation have stood at the 
core of what helps build great societies and economies, and such entrepreneurship and 
invention has historically been driven by small startups. Working with our ever-growing 
network of entrepreneurs, startups, venture capitalists, technologists, and technology 
policy experts across the United States, Engine ensures that the voice of the startup 
community is heard by policymakers at all levels of government. When startups speak, 
policymakers listen.

ABOUT ENGINE
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Startups need a federal privacy framework that works for them
Startups need a federal privacy framework that creates uniformity, promotes clarity, limits bad-
faith litigation, accounts for the resources of startups, and recognizes the interconnectedness of 
the startup ecosystem.

Startups care about the privacy of their users 
and invest heavily in data privacy and security.

$100,000 – $300,000+
Amount individual startups invest in their data 
privacy infrastructure and compliance with 
current or soon e#ective privacy laws

“We care a great deal about privacy and we want to be 
compliant, but it can be very expensive and complex.”

Ben Brooks, Founder & CEO, PILOT, New York, NY

“Working with children, our priority is protecting their data.”

Katherine Grill, Co-Founder & CEO, Neolth, Walnut Creek, CA

A patchwork of privacy laws creates confusion 
and duplicative costs for startups.

Five states have passed and enacted comprehensive data 
privacy legislation and already this year more than a 
dozen states have introduced at least three dozen privacy 
laws. !e rapidly shifting landscape of state privacy laws 
makes compliance di$cult for startups and leads them to 
spend considerable time and resources navigating these 
disparate, complex frameworks.

$15,000 – $60,000+
Costs individual startups encounter per each 

additional state added to the patchwork 

“The rules can vary significantly on a state-by-state level. On top 
of that, our attorneys keep telling us that they’re still changing 
fast, which means it’s hard to have a stable, up-to-date privacy 

policy you feel confident is fully compliant.”

Camila Lopez, Co-Founder, People Clerk, Miami, FL

“In the U.S., many states have their own rules—or no rules—
and we have to approach compliance in every state on 
a case-by-case basis…trying to figure out how to build a 

business in an environment with di!ering rules about the same 
issue becomes hard and expensive.”

Aditya Vishwanath, Co-Founder & CEO, Inspirit VR, Palo Alto, CA

“As a high-growth and early-stage startup trying to grow fast, you’re at a 
major competitive disadvantage…I would have to raise an entire second 

Series A to navigate many of these frameworks.”

Sam Caucci, Founder & CEO, 1Huddle, Newark, NJ

55,000
Average monthly resources of a 
venture-backed, seed-stage startup

$$
Startups need Congress to act.

“One uniform, consistently enforced federal policy 
framework could help make running RAVN easier.”

Tani Chambers, Co-Founder & CEO, RAVN, New York, NY

“It would be helpful to have a nationwide standard when it comes to data 
privacy policy, especially since we’re looking to expand into new states.”

Andrew Prystai, CEO & Co-Founder, EventVesta, Omaha, NE
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Data privacy has been top of mind for consumers, policymakers, regulators, companies, and entrepreneurs for the past 
several years, in the wake of broad privacy rules in the EU, and action in several U.S. states. The U.S., which has long 
had a sectoral approach to privacy, remains without a comprehensive privacy framework, and many states have reacted 
by proposing, passing, and implementing their own varying—and potentially conflicting—comprehensive privacy 
laws. The Internet does not stop at state borders, and as more and more states pass unique privacy laws, the volume 
of rules for startups to keep up with is growing, threatening to bury resource-strapped startups under duplicative 
compliance costs, limit their scalability, and burden their chances of success. This report seeks to enumerate those 
impacts of the growing patchwork of privacy laws upon the startup ecosystem.

Startups should be a key consideration as policymakers advance privacy rules. They have to navigate the same legal 
and regulatory framework without the resources of their larger counterparts—but much of the conversation focuses 
on the practices of large Internet companies. To adequately include startups’ experiences in data privacy debates, 
policymakers need a window into startups’ responses to privacy laws, the resources they devote toward compliance, 
and an understanding of costs—direct and indirect—imposed on startups. This report can provide these insights for 
policymakers in statehouses and Congress alike. 

The findings of this report could not be more clear: the U.S. needs a consistently-enforced, uniform federal privacy 
framework to create privacy protections for all Americans and certainty for the startups that serve them. Startups 
vehemently endeavor to comply with the rules that apply to them, but an inconsistent state-by-state patchwork 
is unworkable and unnecessarily saps limited resources that startups need for activities essential to their growth 
and survival. Congress has faced calls for many years from many corners—from privacy advocates to the startup 
community—to create a federal privacy law. Last Congress saw momentum toward a federal privacy law, and that 
work looks poised to continue this Congress. The findings of this report, coupled with an explosion of privacy law-
related activity in statehouses across the country should add to that momentum.

INTRODUCTION
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To unpack the impacts of disparate state privacy laws, this report has three main components: an overview of the current 
state privacy patchwork, a breakdown of the compliance costs associated with those laws, and startups discussing the 
impact of the data privacy policy landscape in their own words. 

To understand how startups are approaching compliance with the varying, growing, and likely to keep growing number 
of state privacy laws, we spoke with over a dozen startups, entrepreneur support organization leaders, outside legal 
counsel to startups, and data privacy and security consultants that work with startups. The conversations took place 
between October 2022 and February 2023. The startups quoted throughout the report are not necessarily the same 
startups that contributed cost figures to the findings section of this report. The startups we spoke with were less than 
two-years-old to over 14, with some having raised no outside investment and others having raised millions of dollars 
in venture capital. The startup counsel we spoke with worked with both early-stage and growth stage startups, from 
both top law firms and bespoke firms tailored to startups, located in top startup hubs and smaller startup ecosystems. 

To help quantify the costs and other impacts of the state privacy patchwork, this report breaks down compliance 
costs into several component parts: legal, audit, and advisory costs; technology costs; business and operations costs; 
and opportunity costs. The activities and expenses associated with each of those categories are discussed in further 
detail where they appear. Startups offered both actual costs—those they had already incurred, contracted for, or 
committed to—and expected costs—those they had budgeted, sought estimates for, or otherwise knew to expect based 
on previous experiences. Segmenting costs in this way offers insight into the different types of impacts on startups, and 
delivers a concrete, startup-level view of compliance with disparate state privacy laws—offering a tangible addition to 
macro-level estimates of costs of the state privacy patchwork problem.

METHODOLOGY

At the federal level, there are several sectoral privacy frameworks that cover, e.g., health, financial, or education data. 
The Children’s Online Privacy Protection Act imposes specific requirements for Internet services directed toward those 
under age 13. There is no federal data privacy statute that governs data and personal information in a comprehensive 
way. In this absence, several states have proposed and passed legislation to provide this governance for their citizens. 
While the goals of each state law are similar, and purport to do similar things, they are not the same. This section 
briefly explores this landscape. 

The privacy patchwork

Five states—California,1 Virginia,2 Colorado,3 Connecticut,4 and Utah5 —have passed and enacted comprehensive 
data privacy legislation. Within the first few weeks of the 2023 state legislative calendar, more than a dozen states have 
introduced at least three dozen privacy laws, which have seen varying levels of movement toward passage. Each of the 
enacted laws are in effect or will take effect later this year, and startups are parsing and preparing for what that means 
for them. These activities and their costs are explored in the findings section. 

Varying definitions

Even if they are oftentimes inspired by one another, the state laws are not the same, which is why the privacy landscape 
is often referred to as a “patchwork.” This creates complexity and makes parsing the obligations for startups difficult. 
For example, the enacted state laws define sensitive personal information differently—from which certain consumer 
rights and obligations arise. The states consider many of the same types of information sensitive—e.g., race, ethnicity, 

LEGISLATIVE LANDSCAPE
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mental or physical health or diagnoses, sexual orientation, religious beliefs, citizenship status, genetic or biometric 
information—but have notable differences. Geolocation data is considered sensitive in most states but not Colorado. 
But that data becomes sensitive if used to infer other sensitive information like religion or health status through e.g., 
visits to a church or healthcare provider. And California considers additional information to be sensitive, like contents 
of email, financial data, or certain government ID information.

Consumer rights

The laws grant many of the same consumer rights, but not all of them. Rights to access, delete, port, and opt-out of 
sale are included in each state (but the application of those rights might vary). Most states also have rights to correct 
information but not Utah. The timeframe companies have to respond to requests is a relatively consistent 45 days 
across most states (and include the possibility of extensions), but some states require acknowledging and responding 
to certain requests on much shorter timelines. Facilitating these consumer rights is likely to take time and resources 
for startups, given they may not presently have the infrastructure in place to handle such requests or ensure that bad 
actors do not exploit the rights to gain access to customer information. Compounding these potential burdens, what 
constitutes a “sale” varies among the states, and California introduces the right to opt-out of sharing—which is a new 
concept. 

Opt-in or opt-out?

The laws have different opt-in thresholds, some of which hinge on sensitive information definitions (that again, 
also vary). For example, in Virginia, Colorado, and Connecticut, consumer opt-in is required to process sensitive 
information. In Utah, consumers can opt-out, and California consumers can limit use of such information. 

For startups, other noteworthy consumer opt-out rights found in the state laws include rights to opt-out of targeted 
advertising and rights to opt-out profiling or automated decisionmaking. Many startups leverage targeted advertising 
to reach new users and while others may generate revenue by selling ad space. Likewise, many startups have automated 
processes integrated into their products or, for some, it might even be their core service. Several states’ laws contemplate 
such an opt-out right, while Utah’s does not. And still others, like California, leave similar key questions to regulators. 

Impact assessments

Most of the state laws require companies to conduct data impact assessments. At present, several startups are likely to 
be unfamiliar with the concept, which comes from the EU privacy rules, while larger startups and tech companies are 
more likely to be familiar. For smaller startups, preparing and submitting multiple, different assessments to the various 
states could create new costs. 

Scope and enforcement

As outlined below, who the laws apply to vary by state, but several have adopted similar thresholds. For startups, the 
many disparities found in the laws have a lot of practical impacts and lead to increased compliance costs, confusion 
and uncertainty. Thankfully for startups, most of these laws allow companies to cure within a certain time period 
unintentional violations they are notified about. And most laws are enforced by the government or otherwise limit 
private rights of action. 
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State E!ective Date Applicability thresholds Right to cure 
violations,
Cure period

Private 
Right of 
Action

California CCPA: Jan 1 
2020

CPRA: Jan 1, 
2023

Does business in CA and has 
$25 million+ in revenue or 
“buys, sells, or shares” personal 
information of 100,000+, 
or derives 50%+ of revenue 
from selling or sharing personal 
information, or certifies 
compliance to regulator 
regardless of above

Yes, at enforcers’ 
discretion or 30 
days for data 
breaches

Yes, limited

Virginia Jan 1, 2023 Conducts business in VA or 
produces products or services 
targeted to VA residents and 
“controls or processes” personal 
data of 100,000+, or 25,000+ 
and derives 50%+ of revenue 
from “sale of personal data”

Yes, 30 days No

Colorado July 1, 2023 Conducts business in CO or 
delivers products or services 
intentionally targeted to CO 
residents and “controls or 
processes” personal data of 
100,000+, or 25,000+ and 
derives revenue or receives 
discounted goods or services 
from “sale of personal data”

Expires Jan 1, 2025, 
60 days

No

Connecticut July 1, 2023 Conducts business in CT or 
produces products or services 
targeted to CT residents and 
“controls or processes” personal 
data of 100,000+, or 25,000+ 
and derives 25%+ of revenue 
from “sale of personal data”

Yes, 30 days No

Utah Dec 31, 2023 Conducts business in UT or 
produces products or services 
targeted to UT residents, has 25 
million+ in revenue and “controls 
or processes” personal data 
of 100,000+, or 25,000+ and 
derives 50%+ of revenue from 
“sale of personal data”

Expires Dec 31, 
2024, 60 days

No
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Startups we spoke with view data privacy and security as a business prerogative, and invest heavily—especially as a 
percentage of the few resources they have on hand—in doing right by their users, customers and clients. The careful 
thought given to data privacy by startup leaders is heartening but also underscores deep trade-offs they face when 
navigating the privacy landscape. The findings of this report reveal that complying with a growing patchwork of 
unique state privacy laws is an expensive, difficult task that must be solved with one uniform, consistently enforced 
federal privacy framework to support startup growth and ensure data privacy protections nationwide.  

All of the startups we spoke with viewed securing user data and respecting the privacy of their users as priorities, but, 
despite taking significant steps to those ends, they often expressed confusion and uncertainty about their obligations 
under the law. Startups in industries falling within existing sectoral federal privacy regulations, like health, education, 
or finance, knew what they must do to be compliant with those rules, but they were not as confident in their ability 
to keep up with new and evolving state privacy rules. 

All startups we spoke with lamented the evolving patchwork of state privacy laws as confusing, hard to keep up with, 
costly, and burdensome. In some cases, startups avoided intentionally seeking to serve users or businesses in states with 
unique data privacy laws because they could not afford to evaluate if their current data privacy and security practices 
were sufficient for compliance. The reflex is similar to that of many startups following the European Union’s General 
Data Protection Regulation—who used geoblocking technologies to avoid EU users.7 Similar technologies to block 
traffic from various intra-country jurisdictions like states do not really exist. Instead, startups avoid advertising to 
users or forgo otherwise lucrative business contracts in certain states in the hopes of staying below the applicability 
thresholds of those states’ data privacy laws.

Similarly, attorneys and advisors find the quickly-changing legal landscape around privacy tough to keep up with. 
Several described the amount of time they had to spend researching and keeping up to date on the latest developments 
in state data privacy regulations, noting that it went far beyond anything they could reasonably bill a client for. As 
one attorney for early-stage startups added, “if it takes us that long with all these changes, I can’t understand how 
[policymakers] expect a startup founder to know what to do.”

“Working with children, our priority is protecting their data […] we worked with our counsel at Latham and 
Watkins to create our terms of service and work with our school customers on any state-specific addendums. 
Having various laws makes this process a little harder, so it would definitely be nice if there was just one 
standardized privacy law.”6

- Katherine Grill, Co-Founder & CEO, Neolth, Walnut Creek, California
Neolth leverages technology to equip students and schools with mental health resources.

“...a significant challenge for us has been data privacy. It would be helpful to have a nationwide standard 
when it comes to data privacy policy, especially since we’re looking to expand into new states. Part of the 
reason that we have not expanded into certain states like California is because of the resources required to 
handle California Consumer Privacy Act (CCPA) compliance, which is something that we have to think about 
every time we look at entering a state that has its own, unique privacy compliance requirements.”8

- Andrew Prystai, CEO & Co-Founder,  Event Vesta, Omaha, Nebraska
Event Vesta is an event discovery and promotion platform that improves connectivity between event organizers and attendees.

FINDINGS
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Compliance costs

Startups took disparate approaches to compliance with 
varying data privacy and security regimes they are or 
might be subject to, but all shared common themes. 
Many compliance-associated activities could be done 
once because they are found in several laws—like 
reconfiguring data storage to create the ability to delete 
user data—while other activities needed to be done 
for each new law—like audits, impact assessments or 
evaluating and updating privacy policies. This report 
reflects these realities by reporting both one-time costs, 
and marginal, per-state costs of privacy law compliance faced by most startups. (A minority of startups—usually those 
later-stage or in regulated industries—reported spending more, sometimes much more, than these figures.)

To help break down the cost of compliance and lay out the types of compliance activities startups undertake, we 
separate them into component parts for discussion.

Legal, audit, and advisory costs

For a startup, legal, audit, and advisory costs associated with privacy law compliance primarily includes the cost to 
hire legal talent, retain outside counsel, engage privacy consultants, or commission auditors. Startups secure these 
services to understand obligations under varying data privacy laws; update their privacy policies and internal controls; 
verify legal compliance; or attain certifications like SOC 2. Outside of the associated pecuniary costs, these activities 
are time-consuming and potentially distracting for startup leadership teams, with startups reporting it taking from as 
little as two months to as long as two years to complete such activities.

Perhaps the most basic and outward-facing compliance task for a startup is creating and updating their privacy policy. 
To create or update a privacy policy, startup attorneys said they typically charge around $1,500 for very basic policies 
to around $6,000 for more tailored policies. Attorneys in smaller markets charged around $400 an hour for additional 
work, while attorneys in startup hubs or at larger firms billed at $1,000 or more an hour. These figures were confirmed 
by startups with legal bills for privacy policies and related activities ranging up to $15,000. 

In parallel to legal counsel, many startups sought advisory services—perhaps also from an attorney, but usually 
from a privacy consultant or auditor—to evaluate their business, understand their obligations under the law, and 
perform risk assessments. Most startups reported these costs ranging between $20,000 and $50,000. In response to 
the recommendations of an advisor, startups usually found they may need to implement legal, technical, or business-
model changes, adding additional expense on top of those costs. And while companies do not start from scratch 
with each new state or jurisdiction where the company encounters a new privacy law, it is still costly to (re)evaluate 
obligations and implement changes. For new, additional states, some startups reported identical advisory costs, while 
others said slightly less on a marginal basis, estimating it will cost them $10,000 per each additional state just to start 
reviewing and modifying policies for compliance. Finally, rather than a fee-for-service arrangement associated with 
a particular set of compliance activities, some startups had privacy consultants on retainer to be responsive to their 
needs—with those startups reporting this cost them $6,000 to $10,000 per month (up to $120,000 per year). 

Of course, these ranges can vary significantly based on the startup and their industry subsector as well. One startup in 
a regulated industry estimated they had spent $5 million on legal and advisory services over the life of the company 
through developing and updating privacy policies for various state and federal regulatory regimes, performing quality 
controls and risk assessments, and regularly engaging with auditors and regulators.

$ $ 100,000 –$ $ 300,000+
Compliance costs 

$ $ 15,000 –$ $ 60,000+
Additional per-state costs 
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Technology costs

As part of complying with new privacy laws, startups often must make changes to their existing systems, develop 
new technology, or acquire and integrate third-party software products. Generally, decisions to re-design, build, or 
integrate new technology are products of consultations or audits discussed above, meaning startups may have already 
spent tens of thousands of dollars before getting to the brass tacks of putting those recommendations into practice. 

Many startups reported using third-party software solutions to help automate and manage compliance. These startups 
reported costs just for the software to be $8,000 to $20,000 per year, which must be integrated into their processes 
and managed by their staff.

And many startups dispatched their own engineers to redevelop systems where needed. Engineers are some of the most 
important hires startups make, and some founders report paying themselves minimum wage so that they effectively 
stretch their resources and pay competitive salaries to their engineers, which tend to range from about $75,000 all 
the way up to more than $300,000 annually. The average software engineer pay in smaller ecosystems is around $40 
per hour, $75 per hour in top ecosystems, and could reach up to $150 an hour for more senior engineering talent.9 

One startup emphasized using at least four engineers to redevelop a system, while another estimated it took 1,000 
engineering hours to complete an overhaul for compliance. 

Software engineers are critical to developing, building, and growing startups, and how they spend their time is 
intimately tied with a startups’ success and ability to make and market new products. Given the resource constraints 
of many startups, they may not have six months of engineering time to feasibly steer away from activities central to 
their existence. And insofar as additional state laws added to the privacy patchwork require engineers’ time, they will 
have a direct impact on startups’ core activities. 

Business and operations costs

Complying with various state privacy laws implicates business and operational costs, for example around hiring, 
training, relationships with vendors, business practices, customer acquisition, and sales cycles. 

Many startups described needing to reevaluate existing relationships and update contracts with vendors as a result of 
changes to privacy rules. Often this didn’t carry a significant separate monetary cost unless legal counsel needed to be 
consulted for review.  Instead the main cost startups described involved time to evaluate the contracts and implement 
technical or business changes to be in line with the updated terms.

Most startups emphasized that it takes time and costs money to train their employees with regard to data privacy and 
security. Some startups approached hiring differently as a result of the evolving legal landscape around data privacy, 
consciously seeking more senior software engineers and staff with deeper knowledge of privacy rules—and therefore 
paying higher salaries than otherwise. And these startups noted the pool of talent that is up-to-date on privacy rules is 
relatively small. With the privacy landscape in flux, it is likely to shrink smaller still. 

Startups need to reach potential customers and evaluate their services, and many highlighted impacts or feared impacts 
of data privacy legislation on those critical business needs. Many startups said they use digital advertising and other 
marketing tools to find new customers and recognized that privacy laws may impact the effectiveness of those channels 
in the future. And startups use analytics to evaluate how well their service is performing and to pinpoint areas in 
need of improvement. Startups reported seeing privacy measures interfering with those basic business insights despite 
their belief that these insights don’t come at the cost of user privacy because they needn’t extend to the level of an 
identifiable individual user. 



12

Other business costs included the additional barriers at the point of sale for startups entering into contracts with 
clients. This was true for all startups working with enterprise clients, but especially acute for those selling to large 
entities. For example, an enterprise software startup looking to contract with a Fortune 500 company must work 
with that company’s legal department and certify their compliance with relevant privacy laws. Startups lamented the 
amount of time these sorts of reviews took—from two to six months, sometimes longer. This strikes at the very vitality 
of startups since many measure their runway (the amount of time until they run out of capital) in months, not years. 
In addition to the time that these processes take, they can be very costly, amounting to 10 percent to 15 percent of 
the value of the contract. Another startup in a more regulated industry emphasized that compliance costs amounted 
to 20 percent of their contract value. 

These costs have impacts on startup competitiveness. Startups spend much more on compliance as a percentage of 
revenue than their larger competitors,10 putting them at a resource disadvantage. These tens of thousands missed on 
a per-contract basis could go toward hiring, R&D, customer acquisition, and other activities to scale their startup. As 
another consequence of the many varying privacy laws, as large enterprises look to reduce their risk profile, they are 
looking to contract with fewer vendors, benefiting already large players while startups lose out.  

Opportunity costs
 
All startups and advisors we spoke with unanimously agreed that the opportunity cost of expending effort and resources 
to meet compliance for multiple states was tremendous, underscoring that there were more productive, value-creating 
tasks that could be focused on with the time, capital, and other resources spent on compliance without sacrificing 
meaningful privacy protections for users. Several startups highlighted hiring more full-time employees, conducting 
research and development, and growing their sales teams to scale the business. And one startup attorney said there 
were “a hundred other things” that startups would rather do than have to pay their lawyer. Critically, many startups 
pointed out that these costs could be mitigated if there were one federal privacy framework instead of a shifting 
landscape to keep up with. 

Several founders additionally highlighted major opportunity costs related to fundraising. Founders spend a significant 
amount of time fundraising, which is needed fuel to support their startups. Startups leaders said time spent on 
compliance could take away from that, but more pressing is that investors want to see their capital put toward growth 
rather than legal or other duplicative compliance costs.
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STARTUPS AND A FEDERAL 
PRIVACY FRAMEWORK

Startups need a uniform, consistently-enforced federal privacy framework. Every startup and advisor we spoke with 
as a part of this project highlighted a federal framework as a solution to the problems they and their startup clients 
face. In 2022, Congress came closer than ever to passing a comprehensive federal privacy law, but it got hung up on 
many familiar sticking points. The findings of this report lend insight to startup perspectives on these pressing issues 
in today’s privacy debates, which are discussed in this section. 

Startups need clear, bright-line rules 

Obligations in any federal privacy framework must create clarity to ensure startups know what they must do to 
comply. Provisions that e.g., require companies to evaluate on a case-by-case basis or infer the age of their users are 
the opposite of bright-line rules, and would create additional uncertainty and burdens for startups. In addition, such 
provisions, which may require companies to collect additional data for analysis and inference, abridge most startups’ 
aversion to collecting and storing data they do not need because of the associated storage costs and heightened risk of 
breach.

Startups need preemption of state laws

Most of the problems and costs encountered by startups are borne of the patchwork of state privacy laws—the 
variation and the uncertainty of future changes. Preempting state laws and creating a uniform federal framework will 
remove variation, create certainty, and alleviate tens of thousands in what startups felt were duplicative, unnecessary 
costs. If a federal framework does not preempt state privacy laws, then none of these benefits will accrue. It would 
instead merely create more variation by adding another layer to the existing patchwork, and not create any additional 
certainty as states could still implement unique or even conflicting privacy rules. 

“ChessUp came from the idea of making the learning experience of chess much more accessible and 
immediate, allowing kids to play a game right out of the gate…with their family and not have to worry about 
the skill di!erences.”11 … “Our experience is built around making chess easier and more approachable to learn. 
We want the experience to connect to our product to be brief and convenient as well. As a company, we don’t 
want to be in the position of having to collect and retain information about our users’ ages or implement age 
restrictions. That would create a burden for us and be privacy-invasive for our users.”12

- Je! Wigh, Founder & CEO, Bryght Labs, Overland Park, Kansas
Bryght Labs is a connected gaming startup dedicated to making STEM-based games more accessible and the maker of ChessUp.

“We haven’t had any issues with putting all necessary safeguards in place to protect our clients’ information, 
but it is di"cult navigating compliance with the di!erent privacy laws out there. Currently, the rules can vary 
significantly on a state-by-state level. On top of that, our attorneys keep telling us that they’re still changing fast, 
which means it’s hard to have a stable, up-to-date privacy policy you feel confident is fully compliant. It’s pretty 
frustrating.”13

- Camila Lopez, Co-Founder, People Clerk, Miami, Florida
People Clerk is a legal technology platform that provides users with guidance through small claims court procedures.
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Startups are put at risk by private lawsuits

Startups encounter abusive rent-seeking litigation in many areas of the law, especially those with high defense costs 
and high potential damages.14 Creating a private right of action in a federal privacy law would empower individuals 
to sue companies for alleged violations of the law. A private right of action would lead to uneven enforcement and 
additionally enable bad actors to exploit the high cost of privacy litigation to extract settlements from startups using 
meritless suits.15 Instead, a federal privacy law must be consistently and exclusively enforced by expert agencies. 

Startups have few resources and have many reasons to avoid long litigations—and bad actors know it and use it to 
their advantage. Startups can’t afford the potentially millions of dollars in legal fees to litigate a case through and 
are better off paying the plaintiff to go away even if the startup knows they would otherwise win. And even if they 
did see the case through to defeat the plaintiff’s claims—each party pays their own legal costs, making protracted 
litigation a lose-lose prospect. What’s more, protracted litigation is distracting for startup leadership, and it is nearly 
impossible for startups involved in active litigation to pass diligence needed to raise capital or experience a successful 
exit.16

A federal privacy law must recognize the tools startups use to reach 
customers

Startups utilize dozens of services to find, engage, and communicate with their current and potential customers—
from digital advertising infrastructure to social media to email to chat widgets and beyond. Some startups also sell 
advertising space on their sites to generate revenue, enabling startups to offer their services to their users for free. If 
policy frameworks draw stark divides between first and third parties, startups—and other new services—that are 
just launching and growing a user base, will be inherently at a disadvantage. And startups use tools to evaluate the 
effectiveness of those ads and the performance of their services. Recent research shows the volume of tools used for 
these functions and demonstrates their importance to startups.17 

In addition to obligations for startups directly under data privacy laws, the key services they rely upon to reach 
customers and generate revenue are also impacted by those laws as well (usually under the higher-threshold, greater 
obligations parts of the law). As a result, startups experience increased costs and decreased quality of the tools they 
need. In formulating a federal privacy framework, policymakers must keep the impacts for startups in mind—including 
impacts felt through the tools they use.

“[Some]thing that is important for us to grow our company is the availability of user analytics, which helps us 
know how our product is performing and how to better serve our users. Measures designed to promote user 
privacy can pose challenges for basic business insights, like usage and retention. … a more nuanced approach 
to data collection … would allow us to better serve our customers while respecting their privacy preferences.”18

- Mandy Poston, Founder & CEO, Availyst, Philadelphia, Pennsylvania
Availyst is a delivery platform for local grocery, takeout, convenience, and spirit options. 
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A federal privacy law must account for the resources startups have 
on hand

Startups have limited resources. Most startups do not initially raise outside funding, instead rely on personal savings 
or bootstrapping—using revenue generated by the business. Even the average two-year-old startup that has started 
to attract outside investment is working with around $55,000 per month in resources, money meant to last for 18 
months to two years.19 Looking at the compliance costs startups are facing in the current privacy landscape, it’s easy 
to see how the state privacy patchwork literally takes months off of the life of a startup. 

A federal law must also be careful not to impose obligations upon startups that they cannot afford to implement. 
Compliance thresholds—especially for the most burdensome or costly obligations—must be set sufficiently high to 
avoid scoping-in startups. 

“We care a great deal about privacy and we want to be compliant, but it can be very expensive and 
complex. … Various states also have their own privacy laws. Harmonizing those laws nationally would make it 
much easier for business owners like me and those we work with. … There’s also very little guidance on how 
to set things up initially and how to have good security and privacy without the costly certifications. These 
are all issues that have hindered our business. Privacy law is built around sophisticated multinational large 
businesses, so as a startup we have to learn how to work within a system that isn’t made for us.”20

- Ben Brooks, Founder & CEO, PILOT, New York, New York
PILOT provides tech-driven virtual group coaching programs to companies that are easy to implement, a!ordable, and get good results.

“...one uniform, consistently enforced federal policy framework could help make running RAVN easier, 
especially as a fintech startup. Compliance can be very costly and is one of the reasons we’ve delayed our 
technical product. However, if an overarching framework is developed, it would need to consider small businesses 
and startups and preferably segment the requirements accordingly. Creating a framework built around regulating 
large companies and big tech could be harmful to smaller companies and startups like RAVN.”21

- Tani Chambers, Founder & CEO, RAVN, New York, New York
Ravn is a wealth-building platform tailored to Black women.
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